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Extended support ends
July 9, 2019

Extended support ends
January 14, 2020

Extended support ends
January 14, 2020

Extended support ends
October 13, 2020

No security updates

Compliance concerns

Missed innovation opportunities

Some examples

Ransomware
(Petya, WannaCry)

Hardware vulnerabilities
(Meltdown/Spectre)

GDPR & industry
regulations

What it means

Blocking access to your data
and asking for ransom

CPU vulnerability that allows
hackers to steal sensitive
data (resolved through OS
security updates)

Additional security and
features needed to comply
with specific regulations

Severity/impact

Critical/remote code
execution

Important/
information disclosure

Lost customer trust,
impact to brand image,
and financial penalties


http://www.microsoft.com/msrc
http://www.microsoft.com/lifecycle

Windows Server 2019 pillars
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Unique hybrid Advanced multi- Faster innovation Hyper-
capabilities with layer security for applications converged
Azure infrastructure
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Hybrid consistency

Azure Active Azure Infrastructure Azure management Azure
Directory as a Service and security data services

| & Ta

Common Consistent Integrated management Consistent
identity hypervisor and security data platform
Active Directory Windows Server On-premises infrastructure SQL Server
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Fnhanced security capabilities

Manage privileged identities

@é:)j Give administrators and system components just enough access privilege
with Just Enough Administration

Secure the operating system

] Discover and address security breaches with Windows Defender Advanced
= Threat Protection

Help prevent host intrusion with Windows Defender Exploit Guard

Secure virtualization fabric

gg Run Linux inside a protected virtual machine with Shielded VMs for Linux
Protect network traffic with the flip of a switch with Encrypted Subnets
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App 1 App 1 App 2 App 3

Bins/Lib Bins/Lib Bins/Lib Bins/Lib

Container Engine

Operating System

Infrastructure

—
— S

Virtual Machines Containers
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on of Windows Server hyper-

‘ged

Storage Software-defined

Hyper-V Spaces Direct Networking

O

&

- =
Introduced in 2008, New in Windows New in Windows
ten years ago! server 2016 server 2016
Foundation of our In development for 5+ Inspired by Azure
hyperscale Azure cloud years at Microsoft

Foundation of Azure Stack

% Siltmd D TechData| DALENIC g Microsoft 1



% §jn.lta D TechData| DZALENIC g8 Microsoft 12




=" Microsoft

© 2018 Microsoft Corporation. All rights reserved. Microsoft, Windows, and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the
part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.



